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The eMedNY system is available 24 X 7 for submissions. If you experience issues
with submission, you may contact the eMedNY Call Center at (800) 343 9000.
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INTRODUCTION

1 Introduction

At this time, eMedNY supports two Web Services that utilize a User Certificate obtained from eMedNY. Both of these
services make extensive use of Simple Object Access Protocol (SOAP) for the transmission of files. SOAP is an XML
based protocol which enables applications to exchange information over Hyper Text Transfer Protocol (HTTP) and other
protocols. Primarily, SOAP provides a way to communicate between applications running on different operating
systems, with different technologies and programming languages. Simply stated, SOAP is a protocol for accessing a Web
Service. The two web services that utilize SOAP and the User Certificate are the following:

e File Transfer System (for batch file submissions)
e eMedNY Meds History Service (for Real Time Eligibility Verification and Meds History Transactions)

Each of these services has a User Guide separate from this document; please see the above links to access these User
Guides.

Trading Partners may use SOAP, and the underlying Service Oriented Architecture (SOA) for exchange of information
with eMedNY. Users of the eMedNY web services architecture will be required to attest to the eMedNY SOAP Certificate
Policy. In order to guarantee the privacy of the exchanged information as well as the authenticity of the partners
involved in the exchange, users of the eMedNY Web Service applications will be required to implement security
practices based on X509 Certificates. This process is initiated via ePACES, by an ePACES System Administrator, acting as
a user’s Certificate Administrator, to request, receive, and revoke such an eMedNY-issued user/client certificate. The
certificates will be deployed on client systems communicating with eMedNY web services in order to implement any
user Authentication and Message Level Encryption as required by individual web service applications.

The number of active certificates per user Certificate Administrator is limited to one. The user certificate will have a six
month life span.

The purpose of this User Guide is to assist the user in requesting and obtaining a certificate using the eMedNY website.

Important Note: It is solely the responsibility of the submitter or user, who wishes to utilize the
eMedNY SOAP submission architecture, to develop or create their own SOAP compliant
application. eMedNY will in no way support the end user SOAP Application, therefore it is strongly
recommended that the Trading partner take appropriate action to have available technical
support.
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2 Requirements to Obtain a Certificate

In order to request a certificate from eMedNY, you will need the following:

e Access to a FTP or the ePACES administrator account for your Provider Number

e An active ETIN linked to your provider number

e A Certificate Signing Request (CSR) generated with your eMedNY Credentials. A different document goes over
this process — see the Keytool and Certificate Management User Guide.

Please Note: If you do not have an FTP or ePACES account, please see the ‘Self Help’ page of the
eMedNY website in order to complete enrollment for one of these access methods.

3 eMedNY SOAP Certificate Request

SOAP Certificate Request is a process comprised of three parts. All these parts must be completed in order to
activate an eMedNY SOAP Certificate.

3.1 PartI: Enrollment for SOAP Certificate Request

In order to begin the SOAP Certificate Request Process, you must have a SOAP Administrator Access Credential
(User ID/Password). This access key is available for request through the eMedNY Website. Following is a step-
by-step process to obtain a SOAP Administrator Access Credential.

Go to the following link on the eMedNY website. Note the "https" prefix:

https://www.eMedNY.org/cert

Important Note: If you are an existing ePACES User, enrollment for a SOAP Certificate Request must be
completed by your ePACES Primary Administrator. If unsure of your ePACES enrollment status, or to locate your
ePACES Primary Administrator, please contact the eMedNY Call Center at 1-800-343-9000.
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SOAP CERTIFICATE REQUEST

If you are an ePACES Primary Administrator,

Enter your ePACES User ID in capital letters and your ePACES Password;
Read the Certificate Policy Statement and agree to it by clicking the appropriate checkbox;

Click Submit.

ePACES User ID example:

SOAP Certificate Enrollment

To Bagm e procaes &f the Certifgts [repimant Procass, plescs grovds

vinr #rotesy #PFACES o FTP wieimirs ol Badiwdrd Dibloes
N F 7 Craseend [eesssesmanes
P 1 fave resd aod sgres 1o the Cortificate Pelicy Statement

B S|

Please note that this particular system is case-sensitive. The Username must be entered in all capital letters.

If you have an existing dial-up FTP account with eMedNY (No ePACES account),

Enter your FTP User ID and Password;

Read the Certificate Policy Statement and agree to it by clicking the appropriate checkbox;

Click Submit.

FTP User ID example:

SOAP Certificate Enrollment

2 Rt e procaus of the Certfiiats Troclmecd Procass, plesce grovide
vy #PACES or FTP ugersams ol padiwsrd blows

* Pasusmord

W { have ress and agees 10 the Cortificate Policy Statement
B S

eMedNY X509 Certificate Request User
Version 1.2

Page 5 of 20 May 4, 2017



SOAP CERTIFICATE REQUEST

If the entered User ID & Password are accepted, the following page will be displayed:

SOAP Certificate Enrollment

Thank pou for wardying your sctount wah oMadiT. To complate e
Certificate Ercallwent Process, plesse provide your TSN, Previder Rumbar,

snd SOAP Admirishratar's contict informaticn balow

Provider Infarmalian

* Provider Muamber I = T5M [

SOAF Admenistrator Infarmalion

'_-
s pasmame: [

* Emad Addrass

" First Narms

—

* Fhate Nembor

O ves vo Sras Caowmeant ol sasith

* Condemn Emad Lidriss

a) St |

If all entered information is accepted, the following message will be displayed:

‘Thank you for enrolling in the Certificate Request Process. An e-mail with further instructions has been

dispatched with additional information that will be required for the ePACES Primary Administrator to

request a certificate for SOAP transactions.’

SOAP Certificate Enrollment

roling o the Cartficabs Reg

Thani wau far B
Furthaer safructons hat bees Sipaiched wih

wetficats for SO0AF rammackioni

& Process. An s-mad with
sonall inforrmation that
eguired for the sPACES Primary Administrator to request @

Allow up to 15 minutes for the SOAP Certificate Enrollment confirmation email, which also contains the

SOAP Administrator Access Credential (User ID/Password). (An e-mail sample is available on the following

page)
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SOAP CERTIFICATE REQUEST

Important Note:

During the SOAP Certificate Enrollment process, if the Trading Partner is unaware of his/her ePACES enrollment, and an
ePACES Account does exist, then the email with the SOAP Administrator Access Credential will be sent to the ePACES
Primary Administrator, instead of the email address provided on the previous SOAP enroliment page.

If the Trading Partner is not enrolled in ePACES and is using his/her FTP User ID and password for enrollment, then the
following email will be released to the email address provided on the previous SOAP enrollment page.

<S0APEnrollment@eMedNY.org> T
0452412008 10:52 Ahd cc

bee

o

JackBauer@email.com

Subject |Thank vou far Enralling!

Dear Jack Bauer,
Thank you for enroling m the SOAP Cerbficate Request Process. Now that you have been fully enrclled you may now request your SOAP Certificate at any hme.

The Certificate Fequest Page iz located within ePACES. Being that vou have just enrolled in the Certificate Eequest Process, vou now have a username and password to access
ePACES. Your formation is as follows

Username: B123456
Password: yoUrFPabs

Below are the steps you must take to access the Certificate Recuest Page.

1. Go to httpoffwww. emedny. orgf.
2. Click on the "Login ePACES" button located on the right hand side of the screen. This will open up a new window

3. Usmng the login mformation abowe, logm. (¥ ou may be asked to change your passweord m the mtenm).

4. Once logged in you will be presented with the Eequest Certificate ik on the left hand side. Chelke thus lnk: to open up the Certificate Request Page and request your SOAP
Certificate.

A you are now newly enrolled within ePACES, vou are set up as the Primary Administrater and the SOAP Admmistrator.

Thank wou very much,

elMedNY org

If you do not receive the confirmation email within an hour of completing the SOAP Certificate Request enrollment, it is
possible that the ETIN used for this enrollment may have already been associated with an existing ePACES Account,
resulting in the confirmation email to be sent to the ePACES Primary Administrator. To confirm the existence of an
ePACES Account, or to locate or change your ePACES Primary Administrator, please contact the eMedNY Call Center at
1-800-343-9000
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SOAP CERTIFICATE REQUEST

3.2 Part II: SOAP Certificate Request

Now that you have a SOAP Administrator Access Credential, you can generate a Certificate Sighing Request (.csr file) and
the eMedNY SOAP Certificate (.cer or .pem file). The Key and Certificate Management User Guide is a companion
document to this process — it will provide you with assistance with creating a keystore, generating a Certificate Signing

Request, and importing the Certificate.

User Certificate

Once you have established an eMedNY SOAP Administrator, a new page will be added to ePACES that only
Administrators can access for new requests, revocation and status checking of User Certificates.

During the processing of the certificate request the status will change from ‘requested’ to ‘pending’, then ‘completed’,
where it will remain until it is delivered to the requester’s ‘outbox’ and made available for downloading.

Upon the completion of processing the certificate request, the status for the request will be updated appropriately.
If the certificate request (CSR) is valid:

A User Certificate (CER) will be generated and available for download from the User Certificate Request Page.
If the certificate request (CSR) is invalid:

The status of the request will be set to a “Rejected” status.

Once a certificate request (CSR) has been processed and a certificate (CER) is available for download, that certificate
(CER) can be revoked (voluntarily expired) from the User Certificate Request Page. Revoking the certificate will remove
the certificate and prevent any further use of the certificate for authentication purposes.

The following pages contain step-by-step instructions to request and obtain the SOAP Client Certificate via ePACES.
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SOAP CERTIFICATE REQUEST

Log into ePACES with your SOAP Administrator Access key provided in the SOAP Certificate Enroliment confirmation
email:

home

MedM)V/

What's New Infermation I ;E;: i i;:i Provider Contacts

T
Enroliment g Manuals TRAINING Support

o aonironta

3] Login ePACES

-E‘ Login eXchange

— — . T —_— e .-:f-ProviderPurtal
PTAR == YN D REVALIDATION
click here for more inl'ﬁ-_flmalicr F ¥ ¢ click here for more information
1otice 1 _Enter Fadilities
[ Feb. | {“F practitioner's NPIs
Attention: Ordering/Prescribing/Referring (OPR) Providers Must Revalidate for Claims to
| 16 | bePaid
@ iy eMedNY
14 | Attention: Private Duty Nursing Prior Approval Guidelines “ LISTSERV®
F~] Submitter
=—! Dashboard
" February 15, 2017

Attention: Incontinence Supply Management Program Update

Current proposed reductions in incontinence supply fees that were effective
for dates of service on or after February 15, 2017 have been postponed until
March 15, 2017. Additional information and guidance will be issued prior to
effective date_

J44{r MEIPASS

L o w" PAXpress@

For questions about the Incontinence Supply Management Program, contact
the Bureau of Medical Review at 1-800-342-3005 or by email at
OHIPMEDPA@health.ny.gov.
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SOAP CERTIFICATE REQUEST

(This Access Key may be the ePACES Administrator User ID and Password if an ePACES Administrator’s User ID/Password
was used for the SOAP Certificate Request enrollment process.)

AMed\)’/ eraces L fs

o

. FJ'-I'-I"’J AR Fe

¢PACES

e rmame:
| T

PaANLREI

Plicane MNole: Medead redipant lesal dits o Sordalarhsl and = geolected
by wiate e Pedarad laws and repulstions, [T can be weed only for B
sarpoEnt denctly connecte

» gefmarsatrpticen of the Medices] program
134 afe fEduead 1D fead, Whdehiletd ol oMy =ith e Megllitahi
Thet i @0 4iQrencrt 41858, Dietl el Pedersd crimiang! penak=sg for wiolytoed
i Medioned Confclantisbits Begulidicos,

B I have read and 1 agrere bo Uee Medigasd Conlidentiality Begulstisns

Ry N T Tagls |

If pirw grw Bpving trouble legging m plesie wsl 000 3039000
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SOAP CERTIFICATE REQUEST

The following screens are displayed only for Trading Partners who have enrolled for a SOAP certificate request using
their FTP User ID/Password. Existing ePACES Administrators, who used their ePACES User ID/Password for SOAP
certificate request enrollment, will be brought directly to the ePACES main page upon pressing ‘Agree/Login’ button.

For security reasons, all first time ePACES users must select a new password.
Password Rules (minimum):
Eight characters in length
One upper case alphabet

One Lower case alphabet

One Number

» M !r"-F'ﬂ..f'!.fn" fir

ePACES

Th soir Pegl i " Pleat BEF & Pt fevard of £ FREEL =R, priih
5 1§ oL gEng EELE B 5 PALieErs B4 eharsme 2 al
nd nuselar, one bwancass bettar and oo uppescase betisr

Waer 10 D076 24

Currend Passmard;

LR LT

e Fasumard

Helypr Mew Paisword

e ——
o
I"h-.
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SOAP CERTIFICATE REQUEST

Successful Password Change will display following screen:

" BPACES

o FEMCICERREE Fed

ePACES

Yomr password has bren suscruafully changred.

g O]

Click the ‘Close’ button.

After login, a SOAP Administrator should have the following option active on the left side of the ePACES Main Page:

Certificate Admin

***Certificate Request

“Med

JACK BAUER SAMD . 123456780

f BPACES

. #ih r*’é et ey

Certificate Admin
- Gerthoyty Asguert

L=

2003

ePACES

T B Vorh Stath Crbbirbneit of Bealth sodes riu to

uns the sFACES

wapheation 0 reguetl B receve’s venety of KIRAS-complant Hedooad

tranaschons . Uy Bl fimke i the maen

o tha left and the Malp iek an

Fegie msks fufe pouf Provder Methe o dnigley ad ot the tap of the pegs
befare Com g 1P pour- Pravder Mamas 15 inDoameol & nod avaslalile a tha
“Changs Fromder” drog-down box at the top of the pege. plesse confec the
CEC Halpleik ot 20037389000,

Por urtha e n

srmatizn, plesre vt Hane ey

eiiedhv DM

Tafa of Baw Tk

Eriuge Polioy
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SOAP CERTIFICATE REQUEST

A Certificate Signing Request (.csr file) must be created (using keytool) and included in this form.
Copy and paste the .csr file information into the Certificate Signing Request text field of this
page. For further instructions on creating a .csr file refer to the Key and Certificate Management

User Guide. When renewing the certificate after it has expired, the same Certificate Signing

Request as the initial request can be used in this field.

BEPACES

«« Cartificate Request
Certificate Admin
* Carphogts Beguerd

Current list of active, pending and insctive certificates.

Date Status Cnp. Date Certificate Rewake -

Complete the form below and click submit te generate a neve certificate reguest.

* Certificate Signéing Brguesls

71 have road amd 1 sgree to the Certliosie Pelicy Statement.
" SAF Administraios” s Firsh Mame;

© ROAF Admsnistralor’s Last Peaned

I'.---\.ll-
* OAR Admdnistrator's B-Hail Address:

[masmemeea cou
* SOAP Adminitratoss Phane Sambeer

IS} Sekmt |
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SOAP CERTIFICATE REQUEST

After you have created the .csr file in the keytool, paste the text into the Certificate Sighing Request field, as shown
below:

Current list of active, pending and inactive cortificates.

Complete thi form below asd click submit s generabe a aeve certificate reguest.

* Certificate Signang Bequest:
-----BEGIN WTW CERTIFICATE REQUEST----- j

[HIECa POl A R A B EL RO L L FEBEB AR R O e LY BB g TS S HOSu B YDA SHEwEh
e il R
DD ARDGNVE AT AN Vs FOMAS LI TS MU T2 Pab Gl uc s EPADGL I PEAx RGEVFRIZ LINLID
13knBgEg
bk LGS OB LJEF ARCC ACAAN T TBCgEC AQEASEL N TERENG SLI T8 nBina  Sr kT I Y2 wEHRT

EDGTadga
|F B/ setdayRbdr, DauyiSh BAGYal s TCHE ) X OMLDGLERF Lo T wdaM 1 b SgHF 4 He 1 I Th: _:l

¥ 1 hsve road and | sgree to the Certificste Pelicy Statemant.
* SOAF Adnsinivtrafos's First Hame:

JALH
T SOAF Admanistralor’s Last Names
]
* SOAF Admdnistralor’s [-Mail Addresss

[raeramon cou
= SOAF Administraloss Phene Sumber

F‘.:l HEEE1NED
D=

Once all required fields (*) are populated, click ‘Submit’ button. Status of the request will change to
‘Requested’ on this page.

BPACES

b %,
=+ Cartificate Request

Certificate Admin

Current list of active, pending and inactive certificates.

Henery for cartfoats mequeited on (472419

04 740% Eeganted

Conaplete the form below asd cick submit 19 generate a neve certificate requeest.

® Certificate Signeng Begueals

™1 hawe read and | sgree to the Certificste Palicy $tatement.
* SAF Adiministrator's First Mamn:
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SOAP CERTIFICATE REQUEST

Once your request is processed, please send an email to emednyproviderservices@csra.com for

approval. eMedNY will either approve or reject your SOAP Certificate Request. Upon that
determination, an email will be sent to the SOAP Administrator with the status.

Once the request has been approved and processed in eMedNY, emednyproviderservices@csra.com will

send an email notifying you that the certificate is ready for pickup. This process can take up to two
business days.
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SOAP CERTIFICATE REQUEST

3.3 Part III: Download eMedNY SOAP Certificate

Upon receiving the Certificate Request Status email, log back into ePACES using your SOAP Administrator Access
Credential, and access the Certificate Request Page.

If the certificate is approved by eMedNY, status will change from ‘Requested’ to ‘Available’:

“Med)) :f:-': BPACES

L
‘4

«« Cartificate Request
Certificate Admin

Current [ist of active, pending and inaclive cerificates,

Hatpay far penfoghe fegueiied on 024, T8
04,74, Epgariad LS
LT Ty 1] Evielaale LT TR i in

Complets the form below amd click sabmdt te generste a neve certificate regeest.

* Certificate Signeng Beguests

™ I have read and 1 ageee to the Certificate Palicy $stement

The SOAP Client Certificate should now be available for Download. Click on the link for ‘Download Now’ for the
Available (Status) Certificate.
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SOAP CERTIFICATE REQUEST

Certificate Admin
Cetificste Requect

Upon clicking

on ‘Download now’, the following screen will be displayed:

Certificate Request

current list of active, pending and inactive certificates.

Date Status Exp. Date Certificate

History for certificate requested on 04/24/09

04,/24/09 Requested 10/24/08

04/24/09 Available 10/24/09 Download Mow

Revoke

Here's your Certificate. Please cut and paste it to a file.

eMedNY SOAP Certificate:

HIIGKQYIKoEZIhveNAQeCoIIGGICCEhYCAQExADALEgkaghkiGOwlEEwGgggZ+MIID
JeCCAvigAuIBAYIBD TANBykahkiGOwOBAQUF ADLZ HOSwD QFDVOOKEWZ LTHWVET 1kx
IzAhBgNVEASTGm1TaZQgQ2 VydG lnallhdGUg iV 0aco yaXRSHE4 XD TASHD QyNDAD
MDAWMFoOXDTASHTAYN] AN Tk 10Vow Y DEPMADGAITEChHGZU1 1 ZES ZMRMWE QT DV Q0L
EwplTUWET1lktUD LUNOSwWDQYDVQOLEWZ LUGE J ZXHxF TATEQNVEASTDGVQYUN Lo vED
ZEZJ0czEQMA4GAIUE Ax MHRDASH ] IONDCCAS IwD QY JKo Z ThweNAQEBEQADggEPADCC
AQ0COyEBAOECEeS4VTEROSYUSCENOTp4v/ KEEWGTNE REvSegxkEnYEEQE 6Honrz 4
3bfxHeMokofweBtZpoZig/ I1/ 233 1Dn3wR3/ ulcHabdeGOoEx £hEIJWIOcOE£X0ge,/
utmeVLevZe IgeuPygyk0SwhscaSut+DPenEaToXu? YWER/ eVE0knTS A0sOr auMrNE
ScINeRDOY/POSMV/ xPV3a/+003 hxmu3PLod3cE] 1L M+3uS0X16Gh JOE7A/ VI0 TG
SMU+NzyLzoGINEhOSEEx3 9/ s ANgHOK3 4C5uutxu? 2t UQpt LPDoNT4r +£GPr KEVEX
6h/ 11T/ 30c7IAE I nxATYuINUoZGiCToC AvEAAaOE/ JCEB+2 A0BgNVHQSEALSER ANC
BPAWEWYDVRO1BAwwC oY IKaYEEQUHAwIwgZMGA1TAHwSE1i2CEiDENoEugSaRHME Tx
Dz ANBgNVEACTERWVNZWROWTE JHCEGALUEC K HabhVNpdCED EXJ0aWZpY2FOZSEEAXRO
3 JpdHkxDTALEBgMNYEBANTEENS TDEwN G AL oDOGHTLOAHASL yE v HC 4y HC4xNTeulND U6
CDAAMiS0S0ITZEJZLENh Y2V ydHNvOlIMNE S jemuwHOYDVROOBEYEFE+FLoTe2GE+
HokvgddW145++Z2+eMESGL1UA IvQYHEa AR MV TEdoNhxgqapmOKXoug7VEPns3 MAOG
CE5gGSIh3DQEBBQUALMGBAE/ XE+MecyP1pZEko THAqolw+cQ3BFeh3N9iunKr £4+PR
yUDgoUSF M zeblaolffDyrr tKRzQTES 2ex QGIPPFeGEV L u3vCaCedKGRp ZED X 10
TN kDo CRSux3 X6FBSTCEACBwEASmXCnEEhp YELf thOe SPmOTLI IydJBY 1GOpS a3
HIICZzCCAACAVIBAYIEADMNEgkahkiGOwDEAQUF ADAZ HOSWDOYDVQOKEWZ LTUVE
TlkxIzAhBgNVEL=sTGl TaXQgO2 VydG LinalNhdGUg XV 0aGoyaXRSME4XD TASMD Iy
Mz AlMDAWHFOEDTIXND IXHDAONTR1COVowN I EPHAOGAIUEChIGEULLEESZMS HwIQYD
VOQLExptUZ LOIEN1cnRpZml jYERIIEF1dGhveml0eTCEnz ANEgkghkiGSwlEAQEF
LAOBIQAWGTRCYTEAqw v/ REZ0hi 2x wQQmPvud £5Hux 6J AGHAUTE KealdWavt Kdo
dFOOroVyOF jvG4cgl TETAS6r 6t2mbx Ihy abh4Kgoe Tn7 IDEUVLYSavdoTé cRgd wa
C2+h3qz59r ehJmwTxdwBF Ag+38J9 M1 KCE4VEwmCNZ9gqTZDphnonF TEShoCAWE L
La0BhDCBYTAS By lghkyBhvhC AQOEMhMWRZ VU Z LT hdGVEIGISIHROZSETZ NN Llemlo
e3BTZEIZ2 ZEIgZmdy IHovT1MgKFJBQOYp MA4GA1TdDwEE/ wQEAwIER ] APBgNWVHRHME
AfSEBTADALQH/ MEOGALUADGOWEETF Uynal ToamgZ5 i 16LoqulXeS TNz ANBgkghkiG
Sw0BAQUF ALOBgQAZOAFAGNpE 7 UDunGS 3 Yul3 KCPOOOUyo tnEY/ 06 Zap 6Nuir +£DF
pIOThBwkOQDAJOEb/ INS06eAR2 Gpe 140t 4xHpsCa+tP1zB2 lg0St PEqvomuzbkERE
ChaO2h/ 7/ HUpyh 1hATNNalvuabXCJdRDgCEx U9 T/ ShEY1C11VS5DuLQiEA

P2ZEZEPCS010EMED-4/20/2009-0OW0-11:37119 AM

Copy and paste the Certificate in its entirety into a text editor (ex. Notepad)
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Save the file, with extension ‘.cer’ or ‘.pem’ (e.g. nameFirst.pem), into the same directory as your Keystore:

File Edit View Fawvaorites Taools  Help

ZA ePACES - Microsoft Internet Explorer == x|

| &

@Ea:k - Q D Ij h|/_)53&l’th \[A{Favuntss @‘ E_) T%

[

Address @ hittp: v emedny orglepaces/Certificates AddiionCertsPS0.aspx

EEEREEEE

04,/24,/09 Requested 10/24/09
0d/24/09 Available 10/24/09

Download Mow

Here's your Certificate. Please cut and paste it to a file.

eMedNY SOAP Certificate:

--BEGIN CERTIFICATE-—

[®. untitled - Notepad
Fille Edt Format Yiew Help

HIIGEQYJROZIhveNAQuCoIIGG)CCERVCAQEXADALByKGhkiGEw0EBuGHyyZ+HIID
12CCAVIgAWIEAG IED TANBOROhKiGOWOBAQUF ADAZ HOS WD QYDVQOEEWZ LTIUVET Lkx

=

=10l x|

4 2CCav T gawI BAQIBDT ANEQk ghk 1GSWOBAQUF ADAZMOEWDOY DVOOKEWZ | TW!
I zAhBgNVEAS TGMLT ax0gQ2 vy da TmawhhdGU gy 0ac By axp SME4 =D T.ASMDo
MDAWME 0XDT A SMT AN AZNTk Lovowy DEPMAOGALUECHMEZ UL 1 ZE SZMRMWES
Ewp 1 Twvk Tkt UOTUMOSWDQYDVQOL EwZ 1UGF j ZXMx FTAT BGNVEAS TDGVQVWI
7] 0CZEQMAGATUEAXMHRDA3N] TONDCCASIWDQY IK02 T hv cHAGEEBGADYY
AQDCHYEBAOBC BB Y TThOSy9CFMOTpd v /K BWGEWNE xBwSegxk 2y KBGTEH
3bfxHoMok ofweBT 2pc2Ag Il 2] S1Dn3wRs /UScHaDdeGRoBxhEIwuoClr
UTMEVLCyZ el gZuPgyk 05 was a5 u+DPCREAT DXW7 Y VKR /EVEOK NT S.AQSGr.
SCINeRDOY/POSMY XPVSa/ +003hxmwSPLOAZ CB] 1TW+SU50x] 6Gh] oxTas
SMMUHMzyLzoGI MThoS T 3x 39, ZawgHOK34 S S ULt xU7Zt UQRE LPDONTS r+f Gl
6h/11T/)3/uc?1AEjnxATvquuuzciCWCCAwEAAaOE/jca+zAOBgNVHQSBAf:
BPAWEWYDVR 0T BAWNCOY T KwY BEQUHAWIWGZMGAT UdHWSE | 2CE1 DENOEUGSAl
DZANBGNVBADT BMVHNZWROWT EJMCEGATUEC xMabwNpdCBDZX I 0awzZpy 2F0Z 51
b3 IpdHk XDTALBONVBAMT BENSTDEWNSATODOGMWh O0HAG Ly ByMCAyMCA XNT+
oDadM 90501 TZXI2L 2 HhY 2 vy dHMY QL IMMS 5 § cmwwHQY DVR OOBBYEFB+FT O

Hmky g 1w 14 S+4+2+ ZMBBGALUN T wYMBaAFMYT K doMhx gapnmor-oug7virn:
.‘, (CS0GSIh3DOEBEQUAAY GBAE  XB+MecyPlpZEkoT+4 0g TwtcQ3BFeh3I N unl
UDgCWEFMMzebLaol FDyr rtKKzoTr3z2xQGIPPFeGKVE T wSvCZCs4 KGRI
OTNGS kDOOR SUX3XEFBSTCET SwEGSMX:CNBEhp Y BF thoeSPMOTLI Ty IEY G
MI ICZzCCAdCOAWT BAGT BADANBG qhk 1 GOwOBAQUF ADAZMOBWDGY DVOOQKEW:
Tk xIzAhBgMVBAS TGMLT axX0g02 viyds Tmawnh dGUgi-vias Iy axr SME4 DT,
NZATMDANME 0XDT T XMDI xMDAONTk 1OVOWN] EPMADGATUEC HMGZUL 1ZE 5ZMST
vooLEXpTU2 101EMT cnrpzm] i v=R1 IEFLdGhwem] 0eTCBNZANEGK ghk 1E 9w
0B ] aawe T RCOYEAQVIV,/RTZ0hT ZxwaomPyusT SHUGX 6 1AGHHUTTKT aldw.
dFOOI"OVyOF]ﬁGilquTBTAS6r‘6t2mbeh/abb4KqDETﬂ?IDKUWLVBaWdDTG
C2+hSqz59r &l Qmw'rxdeFAq+SSJ9MlkcE4YwaCNZQEquDphn6nFTE3b-
na0BhDCEYTA,/BQ | ghk gBhvhCAQUEMhMWR 2vLZxIhdGYR IGI S THROZSETZWI
2SETZX]2ZXI gZm9yTHOW TIMOKF JBQOY pMadGAT UDDWER /wQEAWI BB APEQI
Af BEBTADAGH /MBOGALUADOOWEETFUYnaDy camgz 5§ 116L gulxz5 FNzANEG!
SwOBAQUF AAOBCQAZOAF dGNPE7UDOME 53w SKCPOOOUY DMKy /06Zap6NU-
pE;OTthkOQDdJO'Fb/IMSoGeARZGpel4Qt4prsca+P12E»2Tgost?xqvgmu:
cbaozh/7 /HupybLhaunmamyuaBCIdRDYCEXUD 1T /Bhey JC11vEs puLa ]l

----- C——
MIIGKQYJKDZIhVCNAQCCDIIGGECCEhYCAQEXADALEgkqhk‘\GBWOBBWG G

Save jn IBCSHS ﬂ QT e E

@ JBALERT cer

File name: I JBALER cer

Save I
Cancel |

Saveastype:  [AlFiles

Lef Lef L

Encoding: IAN9|

—END CERTIFICATE-——-—

@ore L]

dsan| BB D |

Once the Certificate is saved, the status of the Certificate will change from ‘Available’ to ‘Active’:

Mﬂ}“ BPACES

=«+ Cartificate Request

certificate Admin
Loty

Current list of active, pending and inactive certificates,

Date Status
PRy [ O FDE TR0 nd QUE-AE-D o
[Tt Tt = eoumibed

Exp. Date Certificate Hewake

O TS

= I K

Eamnkad Has [B]

Complete the form below amd click suhmil 1o geserate a seve certificate request,

® Dertificate Signing Bequesi:

Log out of the ePACES Certificate Request page and close the web browser. The certificate is ready for use.
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When the certificate is in an “Available “or “Active” status, ePACES will not allow you to request a new Certificate. If for
whatever reason you need eMedNY to revoke a certificate, please send an email to
emednyproviderservices@CSRA.com.

Similarly, when the certificate is nearing its expiration date, please email emednyproviderservices@CSRA.com to set up

a date and time to set the old certificate “expired,” and to request a new certificate. The certificate will not expire on
its own — however the certificate will still be usable after it is set “expired.” It is recommend emailing
emednyproviderservices@CSRA.com a week or two in advance to request the renewed certificate and in this way avoid

any down time.

4 Renewing your eMedNY User Certificate

Unfortunately, the system will not update the User Certificate when it is expired. This means that after the certificate
has expired, ePACES will not necessarily know that it has expired and allow you to request a new User Certificate.
Therefore we suggest you do the following:

e Two to three weeks prior to the expiration date of the certificate, send an email to
emednyproviderservices@csra.com to request that your current certificate be set “expired.” This setting only

affects ePACES, and will not in any way affect your actual use of the certificate.

e When you have received a notification from eMedNY that the certificate has been set “expired,” you may
request a new one at any time. We recommend requesting a new certificate at least 2 business days in advance
of the actual expiration date, to allow for delays in the approval of the new certificate.

5 Additional Tools & Information

5.1 Requirements for CORE Compliance

http://www.caqh.orq/benefits.php

Note: Trading Partners who are currently not enrolled in FTP or ePACES, must successfully enroll in one of these
two methods in order to obtain a SOAP Administrator User ID & Password.

5.2 FTP and ePACES Access Information & FAQ

http://www.emedny.orq/selfhelp/index.html

https://www.emedny.org/selfhelp/FTP-bbs/ftp faq.aspx

http://www.emedny.org/selfhelp/epaces/fag.html
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SOAP CERTIFICATE REQUEST

eMedNY is the name of the electronic New York State Medicaid system. The eMedNY system allows
New York Medicaid providers to submit claims and receive payments for Medicaid-covered
services provided to eligible clients.

eMedNY offers several innovative technical and architectural features, facilitating the
adjudication and payment of claims and providing extensive support and convenience for its
users.

The information contained within this document was created in concert by eMedNY and DOH.
More information about eMedNY can be found at www.emedny.org.
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