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1 Introduction

This document is intended to assist providers with the acquisition and use of security certificates when accessing
secured eMedNY Web Services (such as the File Transfer Service and the Meds History Service.) It details the processes
needed to create a private and public key pair, and an associated Certificate Signing Request (CSR) and how to process
the resulting signed certificate delivered in response from eMedNY, as well as how to import any server certificates that
may also be required (e.g MedsHistory Web Service).

The process to enroll as a user of eMedNY-signed certificates, to submit the Certificate Signing Request created as
described in this document, and the retrieval of the user’s eMedNY-signed certificate are detailed in a separate
document eMedNY X509 Certificates Guide.

Please note that the information provided is to be used as a guide only. It will be of greatest interest to developers using
Java or Dotnet technologies on Windows platforms. Developers on Linux-variants should be able to adapt the
instructions given herein. Developers using key and certificate stores other than those covered in this document will
have to adapt the information here to the fit their own situation.
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2 Creating a Certificate Signing Request (CSR) and
requesting a Certificate

“Keytool” is a key and certificate management utility, which will be used to generate key pairs for your web services
client. This utility will need to be installed so that it can be run in any directory. For additional information regarding
keytool, see keytool web link in Section 4.1. The following instructions are for Windows-based operating systems.
Other operating systems have analogous tools; users should consult the appropriate references or with your IT
departments.

eMedNY can provide scripts contained in batch files with these commands. They can be run using instructions
contained within these files. Please email emednyproviderservices@gdit.com to request these scripts.

The following instructions are for example purposes only. Words that are in bold are sample text, please use whatever
suits the needs of your software in its place.

2.1 Create the “KeyStores” Folder & Open the Command
Window

In Windows Explorer you will need to create a new folder for your keytool-related files. In our example, we have called
it KeyStores:

e 2 g
'ﬂr

[

File Edit W“ew Favorites Tools  Help

@ Back - @ = Iﬂ‘ P ) Search i Folders |'$ j x E’ -
Address |==- ofl} |vi Go

Mame Size | Twpe Date Modified i~
i;"‘:'lapp File Folder 3i712007 2:01 AM
|5 Documents and Settings File Folder 3902009 11:16 PM
—iKevstores | File Folder 5/16/2007 2:47 PM
[ChProgram Files File Folder 3/18J2009 12:37 PM I

bl
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Next, In Start Menu Click Run:

[ \E Microsaft Office Excel : _t;J Priniters and Faxes
A Q) Help and Support

‘y—) Search

Type “cmd” and press Enter:
Run 2Jes

- Type the name of a program, Fl:uh:l&J document, or
' Inkernet resource, and Windows will open it Far wou,

Cpen: | cmd v

[ 4 H Cancel H Browse. ..

Change directory to the one you created earlier (i.e. Keystores):

C:%> cd KeyStores
C:“KeyStores>
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2.2 Generate a key pair for your web service client

At the command line, type in the following command, substituting your own data for the text in brackets []. A full
explanation of this data appears after the command line:

keytool -genkeypair -v -alias [Client Alias] -keystore [keystore name].jks -keyalg RSA -sigalg SHA1withRSA -storepass
[keystore password] -dname “[Client’s DN, see below]” -keypass [client password]

Client Alias — An alias set up by the user. Itis used to refer to the keystore. A keystore can contain multiple client items,
each referenced by its own unique alias.

Keystore Name — The name of the Keystore. A file named [keystore name].jks will be generated.

Keystore Password — A password to access the keystore. We suggesta password should be at least six characters in
length and contain at least one number and punctuation mark.

Client’s DN — This is information identifying the client. You should populate it with information identifying your
organization (using no spaces) as follows: “CN = [Client Name], OU=[Organizational Unit], O=[Organization], L=[City or
Locality], S=[State], C=US"

Client Password — The client password to access the private key in this keystore.
This is an example:

keytool -genkeypair -v -alias JDOE -keystore JDOEKeystores.jks -keyalg RSA -sigalg SHA1withRSA -storepass Password1 -
dname “CN=JohnDoe,OU=IT,0=JohnDoelnc,L.=Anytown,ST=NY,C=US"” -keypass Password2

See below for an example:

A CAWINDOWS system3 2 cmd.exe
C:sod keystores

C:wKeyStorezrkeytool —genkeypair —v —alias JDOE —keyztore JDOEKeysztore=z.jks —key
alg REA —sigalg SHAlwithREA —storepass Passwordl —dname “"CH=JohnDoe.OU=IT.O0=John
Doelnc.L=Anytown,.ST=NY.C=US%" —-keypazz Password2
Generating 1.824 hit RSA key pair and self-signed certificate (SHA1withRSA> with
a validity of 28 days

for: CH=JohnDoe, OU=IT,., O=JohnDoelnc, L=Anytown,. ST=HY, C=US
[Storing JDOEKeystores.jksl]

C:~KeyStores>
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2.3 Generate a certificate request

Type the following command to generate a Certificate Signing Request. Replace the text in brackets with the same data
you used to generate the Keystore.

keytool -certreq -alias [Client Alias] -keystore [Keystore Name].jks -file [Client Alias].csr -storepass [Keystore Password] -
keypass [Client Password]

See below for an example:
keytool -certreq -alias JDOE -keystore JDOEKeystores.jks -file JDOE.csr -storepass Password1 -keypass Password2

The image follows that example:

S WINDOWS' system32h cmd.exe

C:~HKeuvStorez>keytool —certreq —alias JDOE —kevstore JDOEKeystores.jks —file JDOE
.czr —storepass Passwordl —-keypass Password?

C:sKeuyStores

This will result in a Certificate Request file (.csr) being placed into the same directory.

2.4 Submit the Certificate Signing Request through ePACES

View the Keystores directory in Windows explorer.

_ipix]

File Edit Mjew Favorites Tools  Help ‘ ;'}'
O Back - >N ir / ' Search Falders B | X K) | Ev
Address | C\KeyStores j E’ 50
Mame = | Size | Type | Dake Modified
H JDOE. sk 1 KB (SR File 1zj26/2012 11:57 AM
= 10CEKeystares. jks 2KE JKSFile 12026/2012 11:46 4M

|2 ohjects |1 .94 KB | _g My Campuker 4

As you can see above, there are two files in the directory. The .jks is your keystore file. The .csr is your Certificate
Signing Request. Open the .csr file in a text editor, such as NotePad. It should look something like this:
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[P IDOE.csr - Motepad O] x|
File Edit Format Yiew Help
————— BEGIM MEW CERTIFICATE REQUEST-—--—-- :I

MIIBoDCCAOkCAQAWYDELMAKGATUEBRMCYYMXC ZA]BONVEBAYT Ak SZMRAWD Y DVOOHEWHELN T 0h3du
MRMWEDY DV K Ewpkb2huRGOT SwS MOswio ¥ ELOOVDW] IVDEQMAd 5A1 UEAXMHSM S 0bk RYZTCENZ AN
ngqhkiGQWDBAQEFAAOBjQAWngCEYEADS6mmthJQDprququﬁ?gQMh?Bl5kaiYkUD2tLg83
IyoB2cEbaychivMiTHLVIv+E+pgoT2eBausoyMobfomgIMls3dbzam]KEAVUT IvES3 9 og2IRUOe
ZyluzodleoEwralzIMUGBpoywspRxh AawT3uvRdk 925715 FOyPMC AwWEALA AAMADGCSOESTh3DOER
BOUAA GEBAE+OZFXys65AZA 1tagqnC /AT wy 76+hESZ JgMLEPyU /P 0CiQa?ZNM3 Gy DXEN3 FECrGggh
CwSCOULYCwBUI10,/q79s 23 0Pvouay cU+y 7ummb+osam] andFohd 7 owes aywfUr APTaTDN+ U6 xwp2
OTmuTSLKpdoLkGg] TZR 3Dk ynxGd

————— EMD MEW CERTIFICATE REQUEST-—---

[

Copy this information into the “Certificate Signing Request” Field in ePACES as per the instructions in the eMedNY X509
Certificates Guide.

2.5 Retrieve the Client Certificate from ePACES

Retrieve the Client Certificate through ePACES as per the instructions in the eMedNY X509 Certificates Guide. Copy the
data there into Notepad and save it in the “Keystores” directory under the name [Client Alias].pem
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This is a sample of a Client certificate

E', ID0E.pem - Notepad

File Edit Formak Wiew Help

=101 %]

————— BEGIM CERTIFICATE--——-
MIIGJgYJKDZIhVCNAQCCDIIGFZCCBhMCAQExADALngqhkiGQWDBBWG?ggX?MIID
J DCCAVWIAWI BAGT BMTANEgK ghk  GOwlBAQUF ADAZ MO BwDOy DK EwWZ 1 Twik T Tk x
IzAhBgNVEAS TGMLEZXy gl viyds TmawnhdEUga-v0aa sy xR SMEL DT EXMDk xNTAD
MDAwMFDXDTEyMDMXODAZNTk10VDWXTEbMBkGﬁiUEChMSZUlTZESZUEFtCGxTQEX?
2w 5 OMOwwi OV DVOOLEWNPVTMXDDAKBQNVEAS TADSWM ] EPMAOGAL UECKMGUZ FT CGx
MREwDwY DVOODEwWhKUOL IVEGWMTCCAS IwDQY IK0ZI v CHAQEBBQADYUEPADCCAQDC
EQEBAMIMCXTYUuF1nySlJ1V+UOSiiHO]BAYDEMGuXEUSiJEmNGd OQRTAZIZNSeE
wWZzZUT1sr Pvkd SraTvxk xghdEbBzD+CZa7=p xK1 a9NR+/Tppd NUTECPasObSymt
TEeCsuUNsCyRErF37UARTOEE KBkl IKAD Zu, A 24 AT+ Ty RRY/TESTUQ3 COTrvdl+4
SertEhxydrwtwxhbhykesyRBurtxiebZ 6MhE8mnGEwEUMTLdF gmyv7 8zePB4QO0OF s
PL20rvzPEIEMQZSRZABXNMOx 11 nvhyCvd ONOZg T 8T a7t oe3FuUC iy SMPk KCO/ N+ s
CxOChmpxi4S02dTMDIWEB2R T4/ CCAWEAAIOE /] CE+ ZAOBONVHO BEAT BEBAMCEP Aw
Ew DR O BAww O T Kwy BEQUHAWT wiyZMGAL UdHwSES 2B DENOEUYSaRHMEUXDZ AN
BQNVEAODT BMVNZWROWTE JMCEGATUEC xMakbuR1diBDZx10awZpy 2F0ZSBEd=Rob3 Ip
dHk xDTALBGHNVEAMTBENST DEWNBAT 0DOGMwhOdHABL yEyMC 4w x NT CLUNDUA0 DAL
MS90S0T T2 2L 2NAY 2vydHMW L IMMS 5§ cmwwHO Y DVR 0OBEYEFELT 1 TzukLZ5EhD
glhkd Zs DSo+WMEBBGALUDI wivyMBaAFHe § aM2 dUwyERCE6+qUddm3 kwc2 x SMADGC S0G
SIb3DOEBBQUAAL GBAHFEDC QO+BTKGOSLOxyY S2ZFk+0wHZ s 1 x0BDk TR DY 20k 956
bMNIbwx02 afRwzwaAdf 3LHTySvaaxygedigDEIVGZppUE JwWE 1 ayohrvy2 oual 7hnk
syHARA Q3 /Oy 29TdI T AxaalyoR2EYdoI BBZLFMEK SwEy Y TUGFMKT LY 2BGQZnemI IC
ZzCCAdCoAwI BAGI BADANE DK ghk 1 G9wOBAQUF ADAZMOSwWDOY DVOOKEWZ 1 Twwk T Tkx
I zahBgNVBAS TGMLEZXY g0 viydG TmawnhdG Qv aG Sy axR SMED X DTASMD Ty ZAT
MOAWMF 00T I xMDI *MDADNT k Lovowh ] EPMADGAT UEChMGZUL 1 ZE SZMSMw IOy DViooL
ExptRGYZIENTcnRpZm] jy=r1IEFLdGhv cm10eTCBRzANBgK ghk 1 GOwiBAGEF AADE
JoawgvkCgvEASS2 ] HkOvrvwt K12vpd NhCdEASj k xd gk 50 d4 8rub+0,/MRUSNER 2
Ww10z4 2hx /NIEMZ2GTPOhm Y ewosEs] oM, wEvCBOVYS Br /Dw+0Ar yO9ZFCnr sBbCU]
WL TM7EhaS+wno78kl29cT gzl soTwwZoeuk HLVS ] AyDy JHH T vdv3n 1 sCAwEARAOE
hDCBgTAﬂBgTghkgBhthAQGEMthR2Vu2XJthvaIGJSIHRDZSBTzwmlcm10e55T
ZX 122X ZMIy THOWTIMOKF JEQ0Y pMad GAl IdDwEB,wOE AwI BE] AFBYNVHRMBAT BE
ETADAQH MEOGALUADOOWEER 3T om] drvMMhIQuy g THZT SFNNs U] ANBOK ghk 1G9w0E
A0UFAn0BgOBahDod uodZCwt d3 37 ] 8hyf 105 awF 3 JHp++yHLOHT gaHbahGwi1ER 8w
SThNEKZESDSWR x UAMLPyHk vWFC4 01 C BTmettbUTSIj¥nCp3XLdePU1KFQETBV
BS3%OQNHHCUNp VI ALY 392 /PSShDowds TO09M3 K+wy 2,/ dud gw] 2gAENT
————— EMD CERTIFICATE--———-—

|»

Save in: I_} KeyStares j (€] i

|#] 100E csr
IDCEKeystores.jks

nt

©
[

Iy Docu

File name; IJDDE.pem j Save

Catcel

Save az lype:

Encoding: I,&,N g j

gl
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3 Importing the Certificate

3.1 Importing the Client Certificate into the keystore

Type the following command to import the Client Certificate into your keystore. Replace the text in brackets with the
appropriate data — [Cert file name] is the name of the file where you saved the certificate from ePACES. An explanation
of the data elements follows the command:

keytool -importcert -v -alias [Client Alias] -file [Cert file Name].pem -keystore [Keystore name].jks -storepass [keystore
password] -keypass [client password]

Client Alias — The same Client Alias as above.

Cert File Name — the Name of the desired certificate file. We recommend the same as the Client Alias for tracking

purposes.

Keystore Password — A password to access the keystore. We suggest a password should be at least six characters in
length and contain at least one number and punctuation mark. This is the same as used for creating the keystore and
generating the CSR.

Client Password — The client password to access the private key in this keystore.
This is an example command:

keytool -importcert -v -alias JDOE -file JDOE.pem -keystore JDOEKeystores.jks -storepass Password1 -keypass
Password2

The following image follows our example:
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e Select CHWINDOWS', systenﬂz‘\cmd.euc

az JDOE —-keystore JDOEHeystores.jks —file JDOE u
ul"dl _]'n.t‘J].l'lu.: Pazssword2

Top—level certificate in reply:

] 21z Oll=pPrd Ceprtificate Authority, O=eMedHY
: OU=rPrd Ceprtificate Authority. O=eMedNY
ial numbher: B
Ualid from: Mon May 11 B8:88:88 EDT 28879 until: Tue Feb B89 22:59:59 EST 2821
Certificate funqpvpp1nrﬂz
MD5: B6:75:E P48 :05:7D:19:C8:9C:-72:91:51:BA:0B:77
SHAl1: 7B:FB:D2 t6F:A@: 2 E :92:4B:2C:EF:0C:B6:=CE:A9:81:5E:E1
.Iynﬂ.tul-r 1|gn1~!t}|m name : SHAlwit hRESA
Uersion: 3

Extensions :

#1: Objectld: 2.5.29.15% Criticality=true
HeylUsage [

Key_Cer»tSign

Crl_Sign
1

#2: Objectld: 2.5.29.19 Criticality=true
ba;lcbn ;traints

CA:true

Pathhen32147dﬂRE4T

ObjectlId: 2.5.29.14 Criticality=false
1 ,1ertHEI;]anr1l-1P1~ [
Heyldentifier [
HBBE: C1 BAa 37 BS V4 45 V2 4D 38 37 98 36 8C F4 BE FF ..7V.tErHB7.6....
BA1@: EC 55 1E 74 Ut
1
1

#4: Objectld: 2.16.848.1.113738.1.13 Criticalitlfl=false

..- is not trusted. In 11 reply anyway? [nol: yes
Cer : Has talled in keystore
[Etoxr 1|11;._| JDOE. Jks1

The reason the certificate is indicated as “not trusted” as the certificate returned by eMedNY is a chain consisting of the
user’s cert as well as the Certificate Administrator Signer Cert (rPrd Certificate Authority.) Itis the latter certificate that
is “not trusted.” You can also import only the eMedNY client cert without the CA signer cert if you first import the
returned chain into Internet Explorer and then re-export just the eMedNY client cert from the browser. If you need to
do this for your software, see the instructions under Importing Certificates using the IE Certificates Wizard.

3.2 Importing the Server Certificate

For Java based web service clients, doing message level security (e.g. Meds History Service - MHS,) the Server certificate
needs to be imported into this keystore or in a separate keystore. We will do it in this keystore.

The Server certificate can be obtained from eMedNY — please email emednyproviderservices@gdit.com if you need this
certificate. For this demo, it will be downloaded to:
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C:\Keystores\dev_server.pem
And imported using KeyToollUl via Import > Keystore’s entry > Trusted Certificate > Regular Certificate

However, this will fail. This is because the eMedNY cert contains a certificate chain (server cert + CA cert) and a jks
keystore will not allow one to import a cert as a trusted cert if it contains a chain. We will need the server certificate
without a chain (i.e remove the CA cert.) Note we could import the client cert jsmith.cer because the keystore contains
its private key and we imported into an existing entry and replaced the self-signed cert in it with the jsmith cert + CA
cert. However as we do not have the server’s private key we cannot do the same. (Other alternatives are also possible
such as creating a pkcs12 keystore, or obtain the signer certficate and importing it as a trusted cert. However the
process given in this document will be applicable to both Java and Dotnet developers on Windows platforms. )

The way around this is to first import the eMedNY Server certificates (servercert + cacert) into the Windows Certificate
Store. Then export only the servercert from the Windows Certificate Store and then import the servercert into the
keystore as a trusted cert.

There are two ways of doing this, the first giving a more detailed view into the Windows Certificate Store, while the
second is less granular but simpler to use.

e Using a Microsoft Mangement Console (mmc) for the Windows Certificate Stores
e Usingthe Internet Explorer Certificates Wizard.

3.3 Importing certificates using a MMC.

First create a Microsoft Management Console (mmc) for the Certificate Store by doing the following:
3.3.1 From the Windows task bar, Start > Run > mmc

Run x|

= Type the name of a program, folder, document, or
5 Internet resource, and Windows will open it For you.

Qpen: I e j

OF I Cancel | Browse. .. |

3.3.2 File > Add/Remove Snap-in
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=Y

=101 |

File Action Wiew Favorites  Window  Help
T e
Cpen... CEH+O
Save Chr4-5
Save As...

Add/Remove Snap-in. .,

Options., ..

ere are no ikems to show in this view,

1 CHWINDOWSY, . \compragrik, msc
2 CHWINDOW S Sy stem32gpedit.mse

Exit

|Ena|:u|es wou ko add snap-ins ko or remove them From the sr

3.3.3 Click “Add...”

Add/Remove Snap-in

Standalone | Extansions |

Use this page to add or remove a stand-alone snap-in from the consale,

Snap-ins added to: I- Console Rook

|

21

i Description

Add... Remove Abaut, ., |

[8]4 I Canicel

3.3.4 Inthe “Add Standalone Snap-in”, select “Certificates” and Click “Add”
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Add Standalone Snap-in 2x|

Available standalone snap-ins:

| Snap-in ‘ Yendor | =
:ﬁ {MET Framework 1.1 Configuration  Microsoft Corporation
@Enctlve Directary Domains and Trusks  Microsoft Corporation
B3 Active Directory Schema Microsoft Corparation
@nctive Directory Sites and Services  Microsoft Corparation fn
@Active Directory Users and Compu...  Microsoft Corparation

aﬁ.\\ctivex Contral Microsaft Corparation
5 Microsaft Corparation
@CUmpUnent Services Microsoft Corporation
Computer Management Microsaft Corporation
Dewce Manager Microsaft Corporation ;I
it
i~ Description

The Certificates snap-in allows you ta browse the contents of the
certificate stores For vourself, a service, or a computer.

|

3.3.5 Select “Computer account”, then click “Next”

The: truagein el sty Furuge codhoate: for
0 My e anoaant

o Samnte plitiaid

) ol gt

3.3.6 Select “Local computer (the computer this console is running on)”, and click Finish
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) Add/Remove Snap-in

Standalone | Extensions |

Use this page to add or remove a stand-alone snap-in from the consale,

Snap-ins added ko: |a Console Rook

T

Select Computer,

Select the computer you want this snap-in to manage
This snapin will shays manage

(3 Local computer: [the computer this console is runiing o)
15 ko show in this view.

) Anather computer: | Biowse.

[[] &llow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

Description

[ <Back J[_Fiish | [ Cancel |

3.3.7 Note that the “Certificates (Local Computer)” has been added to the “Add/Remove Snap-in”

) Add/Remove Snap-in

Standalone | Extensions |

Use this page to add or remove a stand-alone snap-in from the console,

Snapeins added to: \a Console Root 3 |

Add Standalone Snap-in

[ECertificates (Local Computer) Avalable standalone snap-ins:

Snap-in Wendor ME5
43 ET Framework 1.1 Configuration  Microsoft Corparation ==l
45 NET Framework 2.0 Configuration  Microsoft Carparation
] ActiveX Control Micrasoft Corporation
B Certificates Microsoft Corporation
@ Component Services Micrasoft Corporation
=) Computer Management Microsoft Corporation
Epevice Manager Micrasoft Corporation
I Disk Defragmenter Microsoft Corp, Execut...
Efisk Management Micrasoft and VERITAS. .
[ElEvent viewer Microsoft Corporation

There are no items to show in this view,

Description

Description

The Certificates snap-in allows you to browse the contents of the
Remaove certificate stores For yaurself, a service, or a compuker,
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Close the “Add Standalone Snap in”.

3.3.8 In the “Add/Remove Snap-in” click on the “Add..” again and repeat steps 3.3.4 and 3.3.5, but this time for step
3.3.5 select the “My user account”.

Liver B peage to ndd o rerer & slared o g Prors Se pormces
Srapeir ek B | i Bt

Pt et Lol Corpuiny
EPCartivaten - Cument Lnes S -
MET Framewert || Configustor:  Mieroad® Corporatios
KT Framessor 200 Confguator  Marosalt Corpos stmn,
wm:: T s s 1 shsee s s v
Maromoft, Corporatom
WMaroaalt, Coepos st
Marrimi Cowpes s,
Miroaal® Corp, Koscad ..
Mieromalt s VERTTAL
Al S H_Mfﬂw_m 'f
Prrridem

omalcate wores or Farsel, & TR, OF 8 ORLOE

(s ][ o= ]

Then Close the “Add Standalone Snap-in”
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i —
| Add/Remove Snap-in

Standalone | Extensions |

Use this page to add or remove a stand-alone snap-in from the consale,

Snap-ins added ko |a Console Rook v ‘ B

[EP Certificates (Local Computer)
EP Certificates - Current User =
im| Console Root

23 Console Root

There are no items to show in this view,

Description

renave ) [ oot

Note that “Certificates — Current User” has also been added to the “Add/Remove Snap-in”
Click on the OK button

3.3.8 Save the mmc console
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Action  Wiew Favorites  Window  Help

New Chel+h
Open... Ctrl+O
Save Chrl+5

AddiRemove Snap-in... Chel+m
Options...

1 WS-Sscurty TutorialCertificates.msc
2 C:AWINDOWSY,. . jeertmar.msc

3 CAWINDOWS,...hcompmgmk. msc

4 Ciwindowsh..\services msc

‘it Console Root

) Certificates {Local Computer)
Exit i {E) Certificates - Current User

EPcertificates - Current User

5aves & capy of the current consale in a separate file.

For example, in the Keystores folder as “MyWindowsCertStore”

savens R 1 .

Save jn; IE}KE}IStDres j & 5

I y Dlocume

o B

-
by Compuiter

File narme: IMyWindDwsEertStnrdmsc j Save I
Save as bype: IMiu:ru:usu:uft Management Conzale Files [* mac) j Cancel |
s
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3.4 Importing Certifcates Using the IE Certificates Wizard

Open Internet Explorer go to the Tools > Internet Options menu

BUSINESS SOLUTIONS, TECHNOLOGY AND OUTSOURCING - Windows Internet Explorer

Go

- ‘B bttp: . csc.com)

_Fle  Edit Wiew Faveries Help
x Gox 3|c Deleke Browsing Hiskary... Ctrl+Shift+Del ore 3 [ R
InPrivate Browsing Ctrl+Shift+P
i:-? ‘ {-5 Reopen Last Browsing Session
— . . T o
50, BUSINESS SoLUTIons, ITPrivete F!Itemr\g ) Crl+Shift+F SR R
J InFrivate Fikering Settings
~
Pop-up Blacker * L LEADER IN PROVIDING TECHNOLOGY I i
SmartScreen Fiker + S SOLUTIONS AND SERVICES” A Coil
Manage Add-ons
Compatibility View
Compatibility View Settings
windows Update
Developer Tools Fiz
Diagnose Connection Prablems. ..
Fiddlerz
Send to Onelote
Edit with Altava XMLSpy
Internet Options
<prev 123 4
COUNTRIES T
Our experience across all indusiries enables us to harmess the best ideas. practices and
solutions from both the public and private sectors. for the benefit of every client
Wi NEW? K . F i
VEIAES NEW? + Chemical, Energy & + Financial Services + Technelogy & Consumer b
I‘(}HII\L \ [.' Natural Resources + Main Page » Communications, Media
TR Y] *+ Main Page » Banking Entertainment & Technology
WURLHS MDST * Chemical » Insurance » Consumer Goods & Services
» MNatural Resources + Life, Annuities & Pensions  + Fashion & Retail
v Ol & Gas » P&C - General Insurance + Travel & Transportation
AOLANARIEA— Ll
= Goog[e News CSC Acquires IT testing firm Web = Communications Supply x
“ Related (5) & AppLabs (5) & ﬂ Corporation Options e

Conkains tools commands.

f - ook -

Go to the Contents tab and click on the Certificates button

21|

General | Security | Privacy Content |C0nnecti0ns | Pragrams | advanced |

Conkent Advisar

0 Ratings help wou control the Internet content that can be
viewed on this computer,

Setbings

Certificates

Use certificates For encrypted connections and identification.

Clear 55L state Certificates | Publishers |

AutoComplete

5 AutoComplete stores previous entries Setkings |

on webpages and suggests matches
far you,

Feeds provide updated content From Settings |

websites that can be read in Internet
Explarer and other programs.

Feeds

&

oK | Cancel | Appliy
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Intended purpose:

Personal | Other People I Intermediabe Certification Authorities I Trusted Root CertiFicatiorLI_’I

Issued To | Issued B | Expiratia. .. | Friendly Mame I

Import. .. Export. .. Bemaove Advanced. ..

Certificate intended purposes

Close

[ied ]
= |

Click on Import...

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate brust
lisks, and certificate revocation lists from wour disk to a
certificate stare,

A certificate, which is issued by a certification authaority, is
a confirmation of vour identity and contains information
used to protect data or to establish secure network,
connections, & certificate store is the system area where
certificates are kept,

To continue, click Mext,

Cancel

Click the Next button

Navigate to the dev_server.pem file which you downloaded from eMedNY
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Certificate Import Wizard x|

File to Import
Specify the File vou want to import,

File name:

Crikeystoresidew_setver.pem

Mote: More than one certificate can be stored in & single File in the Following Formats:
Personal Information Exchange- PKCS #12 (. PFx, .F12)
Cryptographic Message Svntax Standard- PKCS #7 Certificates (P7E)

Microsoft Serialized Certificate Stare (35T

< Back Mext = Cancel

Click Next

Notice it says Personal store. Click on Browse, select the “Other People” store. (Note: you can also put it in the
"Personal" store, but as it is a server certificate, it might be more appropriate to put it in the "Other People" store and
leave the "Personal" store for your own certificates. Also note that these are putinto what is known as the "Certificates
— Current User" stores. There is also a "Certificates (Local Computer)" stores which can also be used.)

And click OK
Certificate Import Wizard 1[
Certificate Store
Certificate stores are system areas where certificates are kept.,
Select Certificate Store 2 x|
Windows can automatically
Select the certificate store you wank ko use.
© Automatically select
% Flace all certificates i "~ Untrusted Certificates -]
Certificate stare: {1 Third-Party Root Certification Autharities
Rarsaal | TrustheoIe
-
1| | »
I Show phyvsical stores
CK I Cancel |
< Back | Mexk = | Cancel |
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Certificate Imporkt Wizard |

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or wou can specify a location For
" Automatically select the certificate store based on the bype of certificate
% Place all certificates in the Following store

Certificate store:
Other People

< Back Mext = Cancel

Click Next

Certificate Impork Wizard |

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard,

‘ou have specified the Following settings:

Certificate Store Selected by User  Other People

Conkent PKCS #7 Certificates
File Marme L\ KewToolDemaoldey
. | i

< Back I Fimish I Cancel |

Click Finish. Note the import was successful and click OK.

Click on “Other People” tab. The DPMedsHistory (which is the name of servercert) issued by “rPrd Certificate
Authority” (the eMedNY CA) is now in the Windows Certificate Store. Note also that the CA cert in the chain, rPrd
Certificate Authority is also imported. Click on the DPMedsHistory entry to select it. The Export button is now enabled.
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Intended purpose: |<AII> j

Personal Other People IIntermediate Certification Authorities I Trusted Raot Cerkificatior_4 I 'I

[Errrd Certificate Aut... rPrd Certificate Autho. ., 21912021 <None =

Import... Export... Remove Advanced. .. |

Certificate intended purposes

Server Authentication, Client Authentication

i |

Click on the Export... button, and then Next

Certificate Expork Wizard x|

Welcome to the Certificate Export
Wizard

This wizard helps wou copy certificates, certificate trust
lisks and certificate revocation lists From a certificate
store to your disk,

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and conkains information
used to protect data or ko establish secure network
connections. & certificate store is the system area where
certificates are kept,

Ta continue, click Mext.

Cancel

= Back

And select the base-64 encoded X.509 radio button,
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Certificate Export Wizard |

Export File Format
Certificates can be exported in a variety of file Formats.,

Select the format wou wank ko use:
™ DER encoded binary %509 (,CER)
(% Base-64 encoded ¥.509 f, CER)
¢~ Cryptographic Message Synkax Standard - PKCS #7 Certificates (P7E)

™| Include all certificates in the: certification path if possible
! Persanal Information Exchangs - PRES £12 (PR
= Include &l certificates in the certification path if possible
™| Enable strong protection (requires IE 5.0, MT 4.0 554 or above)

™| Delete the private keyif the export is successful

< Back. I Mext = I Cancel

Click Next

Navigate to the folder you created for your keystores (in our example “Kestores”) folder and give the exported file a
name (for example “server” here) with extension “.cer” and Save it.

Save in: IE} K.evStares j 'J _? S L

File name: ISever j Save
Saveaslpe:  |BaseBd Encoded X509 [* cer] =l Cancel |
P

i
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Certificate Export Wizard |

File to Export
Specify the name of the file you want to export

Eile name:

CiikewStores) Sever . cer

« Back Mexk = Cancel

Click Next

Certificate Export Wizard =

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export
wizard,

‘fou have specified the Following settings:

File Mame L Key
Export Keys Mo
Include all certificates in the certification path  No
File: Format Basefe
< I i

< Back I Finish I Cancel |

Note that the Keys (i.e private keys if any) are not exported and that all certificates in the certifcation path are not
included (i.e. the CA certis not included,) which is what we wanted from this digression using the Windows Certificate

Store tool.

Click Finish and note that the export was successful
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C5C: BUSINESS SOLUTIONS, TECHNOLOGY AND OUTSOURCING

Windows Internet Explorer

G- ® i

X/
(=[]

VHE! |§| |E| [ web search

File Edt Wew Favortes Tools  Help
x Gox ~glc‘ Search = <+ @) 4 - | More 2> @ yheenlee~ W, -
o |
— »
|mcsc: BUSINESS SOLUTIONS, TECHNOLOGY AND OUT. ., I ‘ - ] v [ @
~
EAL LEADER IN PROVIDING TECHNOLOGY Search ceccom | |GG —
Internet Options ESS SOLUTIONS AND SERVICES” [seacnesecom | !
r
Cp=aiss e
Certificate Export Wizard |x‘ About Us Case Studies Insights ContactUs Careers
Completing the Certificate Export
Wizard
You have successfully completed the Certificate Export
wizard.
ou have specified the Following settings:
File Name: Cikey] k ]
Export Keys Ho =
Include all certificates in the certification path Mo
File Format Basete
< I | 2 <prev 1 2 3 4 5 next>
COUNTRIES LET'S GET STARTED
cross all industries enables us o hamess the best ideas, practices and
[ < Back ][ Finish ] [ Cancal J th the public and private sectors, for the benefit of every client.
mergy &  +Fi Services + Technelogy & Consumer E
ources + Main Page + Communications, Media
+ Banking Entertainment & Technology
» Insurance + Consumer Goods & Services
v Tlatural Resources » Life, Annuities & Pensions  » Fashion & Retail
0K Cancel Appk
Hel | + Oil & Gas + P&C - General Insurance »+ Travel & Transportation
e ia e ary Lilis
‘ Google News CSC Acquires IT testing firm | Web [=3 Communications Supply x
Relatéd (5) AppLabs (5) = ﬁ Carporation Options B
& & ternet 43 - ®ioom -

Click OK

“CS BUSINESS SOLUTIONS , TECHNOLOGY AND OUTSOURCING - Windows Internet

6@ @ [EB ritp . csc.comd

"“El |Z‘ |E| [ 2 teb search

File Edit  View Favortes  Tools  Help
x Gox ~gle| [ e
k)
— »
|mcsc: BLISINESS SOLUTIONS, TECHNGLOGY AND OLUIT. . [ | M-8 O - E- @
al
EESTESSNs AL LEADER IN PROVIDING TECHNOLOGY _ e =
Internet Options AL s soLuTions anD services” w
’
Certificates
AboutUs Case Studies Insights Contact Us Careers
Intended purpose: | <All> v
| Persanal | Other Pecple | Intermediate Certification Autherities | Trusted Root Certificatior € *
Issued To Issued By Expiratio... | Friendly Mame
Ecoenniss vPrd Certificate Autha...  10/Z3f2011  <Nones
Elor1o1deva mDev Certfficate Auth,..  1/10/2013  <None>
[ElorMedsHistory vPrd Certificate Autha...  8/19/2013  <Nones
EAKLEE6.CSCUS-RS.. KLEE-6.CSC-USRSR-..  2/9/2010  <MNone> =
[EwDev Certificats A... mDsv Certficate Auth... 2/10/2021  <Mone>
mdev1a05 mDev Certfficate Auth,..  4/10/2011  <None
[Emsit Certfficate Aut... mSik Certficate Autho...  2/10/2021  OL=msit Certific...
rPrd Certificate Aut... rPrd Certificate Autha...  2/9/2021  <Nones
[ElwsezquickstartSer... Root Agency 12{31/2039  <None>
12345 next>
lptrcer s ot o ) oo =
COUNTRIES LET'S GET STARTED
Certificate intended purposes
across all industries enables us to harness the best ideas. practices and
Server Authentication, Client Authentication . 2
oth the public and private sectors, for the benefit of every client.
view
nergy & + Financial Services + Technology & Consumer |
ources + Main Page » Communications, Media
» Banking Entertainment & Technology
v Insurance » Consumer Goods & Services
e ¥ Natural Resources + Life, Annuities & Pensions  » Fashion & Retail
+ Oil & Gas v P&C - General Insurance » Travel & Transportation
il
Google News CSC Acquires IT testing firm Web =3 Communications Supply x
Related (5) & AppLabs (5) & Corporation QOptions el
& € Internet Fg v ®i00% -
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Click Close and then OK.

So now we have the “server.cer” exported into the KeyToolDemo folder

3.5 Importing the Server Certificate into the Keystore

We can now proceed to import the server certificate into the keystore.

Open the command prompt and navigate to the folder you created for your Keystore. In our example, we named it
“Keystores.”

Type the following command line:

keytool -importcert -v -alias [Server Cert Alias] -file [Cert file Name].pem -keystore [Keystore name].jks -storepass
[keystore password] -keypass [client password]

The following is a sample command:

keytool -importcert -v -alias Server -file Server.cer -keystore JDOEKeystores.jks -storepass Password1 -keypass
Password2

This image follows the sample:
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oo 2 WINDOWSh system32' . cmd.exe

C:~KeyStores*keytool —importcert —v —alias JDOE —file JDOE.pem —keystore JDOEHeyIl
stores.jks —storepass Passwordl —-keuypassz Password2
keytool error: java.lang.Exception: Certificate reply does not contain public ke
v for <JDOE>
Java.lang.Exception: Certificate reply does not contain public key for <JDOE:
at sun.security.tools . KeyTool.validateReply<{Unknown Sourcel
at sun.security.tools . KeyTool.installReply<Unknown Sourcel
at sun.security.tools . KeyTool.doCommands (Unknown Sourcel
at sun.security.tools . KeyTool.run<Unknown Sourcel
at sun.security.tools . KeyTool. main<Unknown Sourcel

C:~KeyStores*keytool —importcert —v —alias Sevver —file Server.cer —keystore JDO
EKeystores.jks —storepass Paszswordl —keypass Password2
Ouner: CHN=DPHMedsHistory,. OU=eServers, OlU=ePaces, OU=eMedNY-PROD, O=eMedH¥
Izssuer: OU=rPrd Certificate Authority, O=eMedHNY
Serial number: f
Ualid from: Tue Febh 16 80:80:88 EST 2018 wuntil: Mon Aug 19 23:59:5% EDT 26813
Certificate fingerprints:
MDS: @5:52:94:C1:75:3C:A1:68:BB:48:D8:BD:B8:F1:AF:E2
SHA1: CY:B7:ED:92:61:AB:63:31:D2:AC:7?1:2F:A8:55:D3:68:F4:A7:BD:6D
Signature algorithm name: SHA1withRSA
Uerzion:z 3

Extensions:

##1: ObhjectId: 2.5.29.15 Criticality=true
Kevllzage [

DigitalSignature

Mon_repudiation

Key_Encipherment
] Data_Encipherment

##3: ObhjectlId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[CHN=CRL1, OU=rPrd Certificate Authority, O=eMedNY¥]
, DistributionPoint:

[URIName: http: www_emedny.orgsePaces/cacerts-CRL1 .crl]
11

##4: ObhjectId: 2.5.29.37 Criticality=false
ExtendedKeylsages [

serverfiuth

clientAuth

3a 37 98 36 BC F4 BE FF ..7.tErMB7.6....
HAi1@A: EC 55 1E 74 Ut
1

1

Trust this certificate? [nol: yes
Certificate was added to keystore
[Storing JDOEKeystores.jksl

C:~KeyStores
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3.6 Importing private key and certificates from Java to
Windows Key Stores

If you have a Dotnet application, you will not be able to use the java JDOEKeystores.jks so you will have to export the
private key and cert of JDOE into the Windows Certificate Store. You have already imported the server certificate into

that store.

The procedure for doing the JDOE.pem is similar.

Open your IE browser, From the menu, go to Tools > Internet options > Content tab and click on Certificates button.

net Explorer

gooigle. com)

Fie E ols  Hel
x Google | v‘i’saarch - @ M- | mare > @ leenlee - A, -
|#3 cooge i -

) ] fi-0-0&-E @

Gmail more ~
Internet Options Ifl@

| General | Security | Privacy | Content | Connections | Programs | Advanced |

Conkent Advisor

Ruatings help you contral the Inkernet content that can be
wiewed on this computer,

Cortificates
Use certficates For encrypted connections and identification.
[ cearssisiaie || cerficates  |[ Publishers |
AutoComplete

E_% AutoComplete stores previous entries Settings

on webpages and suggests matches
far you.

Feeds and Web Sices
Feeds and Web Slices provide updated Settings
£ conkent From websites that can be
read in Internet Explorer and other
programs.

T Advertising Programs | Business Solutions | About Google | Privacy

Change background image

& mternet fa v ®i0% -
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Google - Windows Internet Explorer

[T

e +. B ik < =
T Fiep/fvv, google.com/ V|_ | X | ‘y Web Search ‘ pel

File Edit Wiew Favorites Tools  Help

x Gox glc‘ V:’Searth'i@M'

Mare 3> @ vheenles - R -

%%

Internet Options

”
Certificates

Intended purpose:

Personal | other People | Intermediate Certification Authorities | Trusted Root Certificatior < *

Issued To Issued By Expiratio... = Friendly Mame ~
172,27.155.83 DO_NOT_TRUST Fidd... &/12f2021  <Manex
20.20‘159‘144 20.20.159.144 7l14iz023 default
20.20‘159‘145 20.20.159.148 713j2023 defaulk
ACOKE m5it Certificate Auktho...  1/27/2011 CHN=ACCKE,OLL.. —
Eaice myca 9j20/2008  alice
Chuck Dennis Chuck Dennis 42712021 LIPTH
[Edients4.gongle.com  DO_NOT_TRUST Fidd... 7/26{2021  <Monss>
[Epo_MOT_TRUST_Fi... DO_NOT_TRUST Fidd... 12/31j2039 <Mone>
[E extended-validatio... DO_NOT_TRUST Fidd... 7/26{2021  <Mone> v

Certificate intended purposes

Wigw

Close

oK Cancel Apply |

» Advertising Programs | Business Seolutions | About Google | Privacy Change background image

& Internet 43 - B -

Click Import... , Next and select your JDOE.pem file that was returned with your csr request.
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Windows Internet Explorer !

\ »' : [+ R
ey ‘ Fitp s google, com) V||79 | \p Web Search

Fle Edt Wew Favorites Tods Help

X Gox gle‘ Search ~ | @ M- | More» @ vheenles - R, -
%

fi- 8

Internet Options
-

Cr =

o & e

Certificate Import Wizand
File to Import

Specify the file you want to import,

File name:

CriKeyToolDemotjsmith_csr.pem

| | Browse... |
Note: Mare than ane certificate can be stored in a singls fils in the follawing Formats:
Personal Information Exchange- PKCS #12 (.PFX, P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P7E)
Microsoft Serialized Certificate Store (.55T)

[ <gack || mext> | [ cancel

)

oK Cancel Apply |

Advertising Programs | Business Solutions | About Google | Privacy

Change background image
& Internet
Click Next

f3 v B0k -

Google - Windows Internet Explorer

‘Qj’(ﬂ"/’ hip [ Jesns google, com/
Fils Edt View Favorles Tools Help
x Gox gle| v | P search - @ 1M - | Mare > @ leenlee - A, -
% |
*§ Google

Internet Options
.

Cr -
Certificate Import Wizard
Certificate Store

Certificats stores are system areas where certificates are kept.

Windows can aUtomatically selsct a certificate store, or you can speciy a location For
(O Automatically select the certificate stare based on the type of certificate
(® Place all certificates in the Following store
Certificate store:

| Personl

| (Ceromse... ]

[ <Back J[_met> | [ cancel

)

Close

Advertising Programs | Business Solutions | About Google | Privacy

Apphy |

Change background image
& mternet fp v ®i0% -
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And place the certifcate in the “Personal” store. Click Next

—— L lox)
IS 2] google. com = [#2] [ x| [ 52 web e I[2]-
x Google ‘ V‘i’Sear:h @ M- | moe» @ yheenlee - 9, -
W

|29 soogle

-8 o 8-Ew "

Certificate Import Wizand

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard,

‘fou have specified the Following settings:

Certificabe Store Selected by User  Personal

Content PKCS #7 Certificates
File Name CiikeyToolDemaljsmi

|~
(53

<gark | Fnsh | [ caneel |

oK Cancel Aipply |

. Advertising Programs | Business Solutions | About Google | Privacy Change background image

& Internet 4 - H®i00% -

And Finish
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@ yheenles - 9, -

»

ERT

Gmail more ~

-

Internet Options.

Certificates

Intended purpose: ‘ <hll=

Personal | other People | Intermediate Certification Authorities | Trusted Root Certificatior < *

Issued To Issued By Expiratio... | Friendly Name ~
Ei72.27.155.8 021 <Mome>
[E20.20.159.14¢ 023 default
[E20.20.159.144 bi23  default
Eacoke 011 CH=ACOKE,OU., —
Esice boos aiice
huck Dennis [l boz1  LIPTX

K boz1  <Mone>
Elpo_HoT_TRUSrrr—rrerrerr—meerrm—eo 2039 <Mans>
Eextended-validatio... DO_NOT_TRUST_Fidd... 7/26/2021  <More> B

Certificate intended purposes

Export... Remove

Yigw

Close

oK Cancel Apply |

Advertising Programs | Business Solutions | About Google | Privacy

gmail.com ~ | 8

Change background image

& Internet

Windows Cert Store only shows CurrentComputer stores.

You will need to create a mmc certificates to view cert for JIDOE imported into CurrentUser/Personal/Certificates. The

€y Fle  Action View Favortes ‘Window Help
& # XER &
(L1 Console Raot Issued To Issued By Expiration Date Intended Purposes Friendly Hame Status | Certfficate Tem.
= () Certificates - Curvent User Eli72.27.155.83 DO_NOT_TRUST FiddlerRoat 8/12/2021 Server Authentication  <Hone:
& Dpae“;”at‘_r_ : [Ez0.20.159.144 20.20.159.144 7i14(2023 <all> default
& Tmst:; ;';::gemmﬁm — [Ez0.20.159.148 20.20.159.148 7/13jz023 <Al default
&3 Erterprise Trut Eacoke mSit Certificate Authority 1f27j2011 Cliert fiuthentication  CM=ACOKE, OL=eFa...
El
[0 Intermediate Certification Authorities a"“ myea ef2j2008 <Al alice
[ Active Directory User Object Chuck Dennis Chuck Denris 4j27j2021 <all> LIPI
(21 Trusted Publishers [Eldlients#, google. com DO_NOT_TRUST_FiddlerRaat 7izsfz0z1 Server Authentication  <hanes
(1 Untrusked Certiicates [Eoo_noT_TRUST FiddierRoot DO_NOT_TRUST_FiddlerRaat 1243142033 Server Authentication  <hane>
[ Third-Party Roct Certification Authorities || EElDP101deva mbev Certificate Authority 1j10/2013 Server Authenticatio..,  <Nones
(21 Trusted People [ extended-validation-ssl verisign.com  DO_NOT_TRUST FiddlerRaot 7j262021 Server Authentication  <hane>
(2 Other Pecple [Edjclient jelient 10j13/2021 <l dummyclientsigrer
[ McAFes Trust server jserver 10/13/2021 <Al dummyssrversigner

(L] Cartificate Enrolment Requests

L spc
= [E Certificates (Local Computer)

(=[] Personal

(L) Certificates
(1 Trusted Root Certification Authorities
(L] Enterpriss Trust
(L0 Trtermediate Certification Authorities
(2] Trusted Publishers
(L Untrusked Certificates
(L1 Third-Farty Rook Certification Authorities
(2 Trusted People
(=[] Other People

(L) Certificates

(L McAFee Trust
(L] Cartificate Enrolment Requests
L spc

[Ekeen Lee
Elogin live.com

[Emapams
Elmail.google.com

[Embev Certificate Autharity
it Certificate Authority
[Ermsit1a05

[Eprodclientt

Errmer

Elrosentha

[Erprd cCertificate Autharity
Elsecure shared.live.com
[EwsezquickstartClisnt
[Edwwm emedny.org
Evw.emedny.org
[Edvn . google.com
[Eznx1p01.emedivpl.csc.com
[Ealnx1p01.emedivpl.csc.com
[Eznx1p02.emedivpl.csc.com

S

¥Prd Certfficate Authority
DO_NOT_TRUST_FiddlerRoot

mSit Crtificate Authority
DO_NOT_TRUST_FiddlerRoot

mbev Certificats Authority

msit Certificate Authority

mSit Crtificate Authority

tPrd Certfficate Authority

mSit Crtificate Authority

mDev Certificate Authority

¥Prd Certfficate Authority
DO_NOT_TRUST_FiddlerRoot

Root Agency

DO_NOT_TRUST_FiddlerRoot

WeriSign Class 3 International Server CA - G3
DO_NOT_TRUST_FiddlerRoot

2Inix1p01 emedivpl cse.com

2nx1p01 emedivpl csc.com

2Inix1p02 emedivpl cse.com

12/7j2009
7j26/2021
7j22j2010
12/31/2033
2/10j2021
2/10/2021
10j22j2008
2j27/2013
7j23j2010
7/16/2013
2j9jz021
7j26/2021
123142033
8/12/2021
5/3j2012
12/31/2033
7/17j2008
6/14/2003
7j24j2008

Clignt Authentication
Server Authentication
Clignt Authentication
Server Authentication
<All=

<all=

Clignt Authentication
Client Authentication
Clignt Authentication
Client Authentication
<All=

Server Authentication
<All=

Server Authentication

2.16.640.1.113730....

Server Authentication
<All=
<all=
<All=

Ch=Keen Les, 0L
<Mone=
CN=MADAMS,Ol=s...
<Mone=

Oli=mDev Certificat...
Ol=msit Certificate ...
<Nonex

prodclient1
CN=RFINELLL, OU=2...
<Mone=

<Nonex

<Mone=

<Nonex

<Mone=

<Nonex

<Mone=

<Nonex

<Mone=

cd_zlncl pd2_cert

Personal store contains 32 certificates,

eMedNY Subsystem User Manual
Version 1.1

Page 33 of 35

February 16, 2013



KEYTOOL AND CERTIFICATE MANAGEMENT

4 Additional Tools and Information

4.1 keytool web link

http://java.sun.com/j2se/1.3/docs/tooldocs/win32/keytool.html|

4.2 Requirements for CORE Compliance

http://www.caqh.org/benefits.php

4.3 JSSE Reference Guide

http://docs.oracle.com/javase/6/docs/technotes/guides/security/jsse /JSSERefGuide.htm|#SSLOverview

4.4 WCF - 2 Way SSL using Certificates

http://blogs.msdn.com/b/imayak/archive/2008/09/12/wcf-2-way-ssl-security-using-certificates.aspx

eMedNY neither endorses nor recommends any of the tools linked or referenced in this document. The intent here is
strictly informational.
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KEYTOOL AND CERTIFICATE MANA GEMENT

eMedNY is the name of the electronic New York State Medicaid system. The eMedNY system allows
New York Medicaid providers to submit claims and receive payments for Medicaid-covered
services provided to eligible clients.

eMedNY offers several innovative technical and architectural features, facilitating the
adjudication and payment of claims and providing extensive support and convenience for its
users.

The information contained within this document was created in concert by eMedNY and DOH.
More information about eMedNY can be found at www.emedny.org.

eMedNY Subsystem User Manual Page 35 of 35 February 16, 2013
Version 1.1


http://www.emedny.org/

	1 Introduction
	2 Creating a Certificate Signing Request (CSR) and requesting a Certificate
	2.1 Create the “KeyStores” Folder & Open the Command Window
	2.2 Generate a key pair for your web service client
	2.3 Generate a certificate request
	2.4 Submit the Certificate Signing Request through ePACES
	2.5 Retrieve the Client Certificate from ePACES

	3 Importing the Certificate
	3.1 Importing the Client Certificate into the keystore
	Password2

	3.2 Importing the Server Certificate
	C:\Keystores\dev_server.pem

	3.3 Importing certificates using a MMC.
	3.4 Importing Certifcates Using the IE Certificates Wizard
	3.5 Importing the Server Certificate into the Keystore
	Password2

	3.6 Importing private key and certificates from Java to Windows Key Stores

	4 Additional Tools and Information
	4.1 keytool web link
	http://java.sun.com/j2se/1.3/docs/tooldocs/win32/keytool.html

	4.2 Requirements for CORE Compliance
	http://www.caqh.org/benefits.php

	4.3 JSSE Reference Guide
	http://docs.oracle.com/javase/6/docs/technotes/guides/security/jsse/JSSERefGuide.html#SSLOverview

	4.4 WCF – 2 Way SSL using Certificates
	http://blogs.msdn.com/b/imayak/archive/2008/09/12/wcf-2-way-ssl-security-using-certificates.aspx
	eMedNY neither endorses nor recommends any of the tools linked or referenced in this document. The intent here is strictly informational.
	eMedNY is the name of the electronic New York State Medicaid system. The eMedNY system allows New York Medicaid providers to submit claims and receive payments for Medicaid-covered services provided to eligible clients.
	eMedNY offers several innovative technical and architectural features, facilitating the adjudication and payment of claims and providing extensive support and convenience for its users.
	The information contained within this document was created in concert by eMedNY and DOH. More information about eMedNY can be found at www.emedny.org.



